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1
Decision/action requested

It is requested to approve this update to clause 4.2 of TR 33.845
2
References

[1]
3GPP TR 33.845 Study on storage and transport of 5G Core (5GC) security parameters for Authentication Credential Repository Processing Function (ARPF) authentication, version 0.6.0
3
Rationale

This contribution provides an update of clause 4.2 with the following changes:

-
Update of the text in clause 4.2.2 and removal of the corresponding Editor's Note. 

-
Editorial reformulations of the clauses 4.2.1 and 4.2.3:

*
Paragraphs start with 'Model #X is the model where …';

*
Separate sentences stating whether the model is considered stateful or stateless.

*
Replacing 'UDM/ARPF deployment model' by 'ARPF deployment model', because UDM may use UDR for other subscription data even if ARPF does not use UDR for storing security parameters.

*
Removal of the first paragraph in clause 4.2.3, since the same text is already given in the end of the second paragraph.
-
Addition of a note in clause 4.2.3 giving clarification about the two types of security parameters (common across subscribers vs specific to a subscriber).
4
Detailed proposal

START OF CHANGE 1
4.2
Models for ARPF and UDR setup

4.2.1
Model #A: Security parameters stored only in the ARPF

Model #A is the model where security parameters for the execution of primary authentication are stored only at the ARPF. This model corresponds to a fully stateful ARPF deployment model where UDR is not used for storing security parameters. 

4.2.2
Model #B: Security parameters stored only in the UDR

Model #B is the model where security parameters for the execution of primary authentication are stored only at the UDR. This model corresponds to a maximally stateless ARPF deployment model where UDR is used for storing all security parameters.

4.2.3
Model #C: Security parameters stored both in the ARPF and the UDR


Model #C is the model where the security parameters for the execution of primary authentication common across subscribers within a PLMN are stored in the ARPF and the security parameters specific to individual subscribers are stored in the UDR. This model corresponds to a stateless ARPF deployment model where UDR is used for storing subscriber specific security parameters.
NOTE:
Security parameters common across subscribers are, e.g., OP value – if Milenage is used, TOP value – if TUAK is used. Security parameters specific to individual subscribers are, e.g., long term key, SQN, OPc value – if Milenage is used, TOPc – if TUAK is used.
END OF CHANGE 1
